This was the model for our Harry Potter Escape Room.

http://www.programminglibrarian.org/programs/harry-potter-escape-room
From here we decided on our own scenario.
“You were studying Ancient Runes with Hermione in the Great Hall when Quirrell interrupted to shout that there’s an escaped troll in the castle- and it’s headed this way! Just what you needed before your end-of-year exams…but what better practical practice than to use your surroundings to escape to safety? You’ll need all the cunning of a Slytherin, bravery of a Gryffindor, wits of a Ravenclaw and loyalty of a Hufflepuff to work with your classmates to find the spell that gets you out of the Great Hall and away from that troll. Hurry! Judging by the stench, you’ve got about 30 minutes before you’re covered in troll boogies!
When you think you’ve got the escape spell, write it on a bit of parchment and slip in under the door to be released to safety.” 
Once the groups were given the introduction, they were handed an envelope with a cheat sheet in case they needed hints to move along in the escape room.
For forming your scenario, one suggestion would be to use a breakout box (ex:https://www.breakoutedu.com/breakoutedukit). Although, we had more freedom with our puzzles without the box. Another suggestion would be to use Pinterest. We picked out our favorite ideas and incorporated those into our final plan. 
We made all our puzzles and most of our props. We used Pinterest and other escape rooms to determine what kind of puzzles we thought were feasible to us. Before beginning, we took into consideration our budget and the materials we already had. We looked at our supplies, then determined what scenario could be made from that, then made the puzzles and clues. 
Examples of puzzles/props:
Secret Postcard Decoder
(This was created using an excel document)
Monster Book of Monsters DIY
(We made a Monster Book of Monsters to hide a riddle. The book was locked with a padlock and the key was hidden somewhere in the room). 
